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Overview

The network infrastructure is built using Ubiquiti equipment, leveraging its firewall features to
ensure high-speed internet access and robust security. Security configurations, including firewall
settings, are managed through Ubiquiti's system and router capabilities. 

Devices are organized into designated VLANs—such as trusted wired devices, trusted wireless
devices, IoT devices, and the homelab—each governed by strict firewall rules for specific
communication protocols. For instance, while trusted devices are allowed to communicate with IoT
devices, the IoT devices are restricted from initiating communication with trusted devices. The IoT
network is fully isolated, preventing it from accessing any other devices in the house. 

Additionally, I utilize Ubiquiti's IDS (Intrusion Detection System) and IPS (Intrusion Prevention
System) at the highest level, along with an OSI Layer 7 Next-Generation Firewall. Firewall rules are
implemented using Zone-Based Firewall features to enhance security and manage network traffic
effectively. Homelab servers are also isolated from the rest of the network, with one wired Linux PC
granted full access and another wired PC limited to proxy-only access. 

Lastly, no VLANs are configured with port forwarding. Instead, the homelab and Synology VLANs
use Cloudflare Tunnel for traffic tunneling as needed. For internal homelab and Synology
management, I rely on NGINX Proxy Manager with Let's Encrypt and Cloudflare DNS Challenge,
ensuring all traffic is securely encrypted with TLS.

network

My homelab is set on three mini PCs: one running Home Assistant for homelab and smart device
monitoring, one running a Proxmox virtualization environment and the another dedicated to
Proxmox Backup Server. Both systems have their management interfaces isolated within a
dedicated VLAN, ensuring secure administrative access. The broader homelab is segmented into
three functional VLANs—Overseer, External, and Internal—each hosting a mix of Ubuntu and
Fedora Server VMs for core services, alongside matching desktop VMs for testing and
experimentation. Security and access is achieved with zone-based firewall trough Unifi network.
While all local devices can communicate with homelab servers via https, only one jumpbox
machine running Fedora image can access non proxied traffic. Also, any non-critical outgoing traffic
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is being blocked or redirected through https.

Inspired by Fallout, the Overseer VLAN serves as the central command layer. It hosts key
infrastructure services including:

Komodo for Docker container orchestration
UpTime Kuma for uptime and service health monitoring
Dockeep for Docker monitoring
Authentik as the identity provider with role-based access control
Pi-Hole for DNS filtering

Overseer VLAN (Control & Monitoring)



NGINX Proxy Manager for reverse proxying
Forgejo Git server for version control and infrastructure-as-code

These services have tightly controlled access to both External and Internal VLANs, with return
traffic restricted to specific ports. Overseer also maintains ICMP-only access to the management
VLAN, allowing Kuma to monitor Proxmox nodes without exposing sensitive interfaces. Komodo and
Dockeep are connected to other VMs via dedicated agents.

The External VLAN is designed for secure, isolated access to public-facing services. It includes:

SearxNG, a privacy-focused meta search engine
Kasm Workspace, providing ephemeral browser containers for secure link handling
IT-Tools, a utility suite for diagnostics and encoding
Stirling PDF, a utility suite for editing pdfs

Remote access is proxied trough VPS-connected Pangolin gateway using Traefik and CrowdSec for
dynamic routing and behavioral firewalling for full self-hosted zero-trust perimeter

Kasm and SearxNG resides in a DMZ zone with no port forwarding, and all traffic to SearxNG and
Kasm is routed through Pangolin, ensuring strict ingress control and enhanced privacy.

In this VLAN, there is a standalone VM running Rust Desk for remote support. In the future, with the
addition of NetBird or Tailscale, this VM will replace one currently hosted on a Linode VPS.

The Internal VLAN is tailored for personal device support and local services. It includes:

Bookstack a documentation service
Karakeep, a lightweight bookmark and note taking app
Two desktop VMs—one Fedora, one Kaiser—for testing and sandboxing

This VLAN remains isolated from external exposure, with future plans to expand its role in home
automation and private service delivery.

Security in the homelab is enforced through a layered approach combining VLAN isolation, strict
firewall policies, and centralized identity management. Most services are protected behind

External VLAN (Public-Facing & DMZ)

Internal VLAN (Personal Services & Testing)
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Authentik, which acts as the identity provider (IDP) using OIDC (OpenID Connect) and Proxy
authentication methods. This ensures consistent, role-based access across applications, with
support for multi-factor authentication (MFA), conditional access rules, and audit logging. Whether
accessing Forgejo, Komodo, Homarr, or internal utilities like BookStack and Karakeep, users are
authenticated through Authentik, minimizing credential sprawl and enhancing traceability.

Network segmentation further reinforces security, with each VLAN operating under tightly scoped
firewall rules. Overseer services can only communicate with External and Internal VLANs through
explicitly defined ports, and return traffic is strictly regulated. The External VLAN’s DMZ zone,
hosting Kasm and SearxNG, is hardened with no port forwarding and ingress routed through a VPS-
based Pangolin gateway using Traefik and CrowdSec. This setup replaces third-party tunnels with a
self-hosted zero-trust perimeter, enabling dynamic routing and real-time threat mitigation.



Overview

This page goes over few major applications running on my Homelab

RustDesk is an open-source remote desktop solution that I host locally on Akamai and Linode cloud
platforms. This setup ensures secure, private, and encrypted communication channels, making it
ideal for assisting family and friends with technical issues. By hosting RustDesk locally, I retain full
control over the server, minimizing reliance on third-party services while offering a highly reliable
and secure alternative to commercial remote desktop solutions. 

Kasm provides "Browser as a Service," allowing me to spin up isolated containers for securely
running a browser of my choice. This is especially useful for safely opening suspicious or malicious
links. Kasm functions as a hypervisor, capable of creating containers with preconfigured images for
various use cases. These include browsers, lightweight Linux desktop environments, or specific
standalone applications. It's perfect for one-time, quick sessions with software I don't need installed
permanently on my PC. The isolation provided by Kasm ensures that any risky or experimental
activity is contained, safeguarding the rest of my system. 

Searx is a self-hosted, open-source search engine designed for privacy and customizability. It runs
on my server, giving me complete control over my search data and ensuring a safe browsing
experience. Searx uses unique, non-identifiable profiles to query multiple search engines
simultaneously, consolidating results into a single page. This setup provides diverse results while
removing trackers and ensuring that all links returned are free of invasive tracking
mechanisms. Searx empowers me with private and efficient searches without compromising on
security or functionality. 

Homelab Projects
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Home Assistant is my go-to open-source home automation platform that acts as the central hub for
managing and monitoring all my smart devices within my homelab. It plays a vital role in my setup
by integrating with various services and systems, providing me with real-time monitoring and
alerts for my infrastructure. I have it collecting data from my Proxmox virtualization environment,
network devices, and other core services, which keeps me informed about the status of my
machines, including temperature monitoring and uptime notifications. As I look to expand my
homelab, I plan to enhance Home Assistant to support IoT devices, like Zigbee-enabled smart lights
and sensors. This will not only streamline the management of my homelab but also create a more
interconnected and automated living space, making it easier for me to monitor and control my
environment efficiently.

Zero Trust Service- With Pangolin already providing tunneling service for my application,
exposing them securely without port forwarding, I plan to replace the traditional VPN with a zero
trust service like Netbird or Tailscale with Headscale is an exciting step towards enhancing your
network security and flexibility. By implementing a zero trust architecture, you can ensure that
every device and user is authenticated and authorized before accessing your resources,
significantly reducing the risk of unauthorized access.

Expanding server pool- Potentially adding additional mini pc to my server pool as
another Proxmox environment creating cluster for redundancy and high availability. 

Future Ideas



My Homelab journey and path I took building it.
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My Homelab Journey

The idea for my homelab began when I first saw Pi-hole at my friend's house and discovered how it 
works. He had set it up on an old laptop as a simple DNS server designed to remove ads. I was 
amazed by the data it produced and the ability to curate my own lists of malicious sites for DNS 
filtering. More importantly, it sparked a curiosity within me, revealing just how little I knew about 
that aspect of technology.
 
At the time, I was working as a tech support specialist at a small college, primarily engaged in 
troubleshooting, password resets, and hardware repairs. I had a genuine interest in the hardware 
side of computers. I enjoyed taking them apart, putting them back together, fixing small 
components, and exploring the intricate parts of motherboards. I already owned a custom-built PC 
that mainly served as a gaming machine, but it also doubled as a personal project, allowing me to 
learn about the various components and how they fit together.
 
Despite my enthusiasm for hardware, I felt like a stranger to system administration, networking, 
and the server side of IT. While I had a basic understanding, my knowledge was limited. I can admit 
that I was somewhat intimidated by networking, something that resembled an intricate spider web. 
During this time, I began focusing more on cybersecurity and data integrity, motivated by my 
experiences at work as well as my personal concerns. After losing access to some personal files, I 
became reactive and realized I needed to learn how to be more proactive. I explored numerous 
articles and online videos, which only deepened my curiosity. This led me to my first introduction to 
DNS, its purpose, and a desire to delve into something new. Acknowledging my ignorance, I 
understood that the only way forward was through knowledge. While I believe mistakes can be 
valuable learning experiences, I disagreed with the notion that I had to make them to progress. I 
spent time researching online, learning how to set up my server and run a Pi-hole DNS server. I 
watched YouTube tutorials demonstrating various methods and gained firsthand experience from 
my friend’s setup.
 
In my second job, which was similar to my first, I was assigned an exciting project: 
decommissioning an old data center and setting up a small data center for a few professors to use 
in their labs. This opportunity allowed me to set up servers and create a small cluster for myself. 
Although it was isolated from the internet, making it perfect for testing, I found it to be my first real 
experience with a homelab and server management. While this was technically a school 
environment, my work on this project is best described as a homelab since I was running several 
open-source applications on my own.
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I installed Proxmox on the system as the main hypervisor, setting up a cluster of two servers and 
one running Proxmox Backup Server. Although I found building a server rack and assembling hot-
swappable drives fascinating, I was equally intrigued by how the software side of servers operated. 
After configuring the hypervisor, I installed Pi-hole on a virtual machine and began using it. Since 
this system lacked an internet connection, I tinkered with an old laptop I had in the server room.
 
Although this setup was temporary and lasted only a few months, it provided me with invaluable 
experience in networking, virtualization, and server management. During this period, I was also 
enrolled in a graduate program in Information Management, which complemented my hands-on 
experience with relevant classroom material.



My Homelab Journey

The first go-around taught me that there is much more involved in establishing a homelab than I
initially realized. While the essential requirement is a device capable of running a server, other
critical aspects include networking, security, and constructing a supportive infrastructure. By taking
the CompTIA Security+ exam and enrolling in several cybersecurity courses during graduate
school, I came to understand that a core part of security lies in the correct setup and backbone
structure. To develop a strong and secure homelab, I had to start from the foundation. Much like
the OSI model, I needed to begin at layer one and build upward.

Choosing the right device can be challenging, but I was pleasantly surprised to discover that even
an old, simple PC can be transformed into a fully functioning server. While I couldn’t control
physical malfunctions, I concentrated on what I could manage. One of my first steps was ensuring
there was a backup server running, ready to replace my primary server if needed. It’s quite
astonishing how effective some used mini PCs can be as powerful servers. They offer low power
consumption, compatibility, and ease of upgrades. Buying two mini PCs on eBay with robust
specifications and a healthy amount of memory was perfect for starting out. These two PCs are still
operational years later. Initially, I didn’t focus much on specifications, but it quickly became
apparent that memory is consumed far more rapidly than storage.

The best place to start is with your old laptop or PC. It’s quite interesting how easily an old laptop
can be repurposed. I had a Mac Mini, which Apple discontinued a few years back, making this
device no longer usable, at least not with macOS. I attempted to use FlashOS to install the latest
macOS on a device that was not supported, and while that worked, there were many ups and
downs along the way. However, installing any Linux OS and repurposing an outdated device that
had reached end of life, surprisingly, was easier than I thought. Thirteen years later, that Mac Mini
runs smoothly and without issues. Additionally, I removed its Wi-Fi module, which provided me with
extra space to install a second storage disk inside.

I found a lot of posts online, and many people suggested running a Raspberry Pi. While these
devices are efficient, repurposing the device I already had was a much cheaper option and also
allowed me to expand my hardware components. This is another significant reason to consider pre-
2020 mini PCs. Newer devices are great, as they are more compact and power-efficient; however,
with each new model, more components are being soldered to the motherboard and cannot be
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replaced. This is especially true for new DDR5 RAM sticks. From my experience, RAM memory is
the first thing I run out of and need to upgrade. While acquiring another device is an option,
upgrading my current PC from 8GB to 16GB or even 32GB is a much easier and more efficient
process.

The second part of building a solid foundation focused on the next two layers of OSM model:
networking. The best way to overcome your fears is by confronting them. I began by educating
myself through reading and watching videos, and then I purchased network equipment that
allowed for full configuration capabilities. Through my research, I discovered that Ubiquiti
equipment was the best choice for my journey. They offer enterprise-level networking hardware
and software tailored for home use, all at reasonable prices and with a user-friendly interface.
Unlike Cisco, the industry leader, using Ubiquiti didn’t make me feel like I needed years of
experience to operate it. A friend also helped with my decision by offering me his UniFi router,
requiring only a switch and an access point for complete functionality. Utilizing the Ubiquiti system
enabled me to secure every aspect of my network. From configuring VLANs, setting up layer 2 and
layer 3 security features, to controlling who connects to my network, I was provided with an
enormous amount of data and insight.

While the DNS component wasn’t as comprehensive as Pi-hole, it proved stable and effectively
limited application usage. This setup also presented an opportunity for me to learn more about
firewalls—specifically how to establish rules, determine which ones to implement, and maintain
necessary traffic flow without compromising security beyond standard practices. Early in my
network setup, Ubiquiti upgraded their firewall to a zone-based firewall, which opened up a whole
new Pandora’s box of options.

The final aspect of building a strong foundation for my homelab involved a proper application
setup. A well-configured Proxmox environment, complete with a backup server, seamless migration
capabilities, and a firewall installed on Proxmox, was essential. I ensured that my hypervisor
management UI was physically and logically separated from the rest of the virtual machines (VMs)
on the network. This configuration allowed me to restrict access to the Proxmox management UI to
only a few devices on one VLAN, while the VMs running on the server were assigned to their
dedicated VLANs. This segregation was particularly vital given my access to the fully configurable
zone-based firewall, enabling me to protect specific VMs and provide them with the appropriate
level of security while ensuring adequate accessibility for externally-accessed applications, all
without compromising the functionality of other apps.
Before I began setting up my servers and network, I was quite a stranger to networking and timid
about diving in. However, after completing my setup, I realized how enjoyable networking can be
and how eager I was to pursue a career as a network engineer. My journey not only revealed how
much I didn’t know but also ignited my passion for network configuration. I learned that a
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significant portion of security comes from proper network architecture and foundational structure.

I already had experience with Proxmox software, and their community is fantastic, always quick to
answer questions on forums. Additionally, many YouTubers I follow use Proxmox and have
produced great setup videos. One channel, in particular, Learn Linux TV, was my main guide in
setting up my Proxmox server and ensuring its proper security. The installation of the software is
pretty straightforward; once you create a bootable flash drive, you're ready to start. I made sure
that this device was on a static IP and outside the DHCP range, which facilitated an easy
installation and avoided any future reconfiguration if the IP changed. While this can be configured
from the Proxmox installation side, I also set it up in Ubiquiti to ensure that my switch wouldn’t
accidentally assign another IP.

Once I logged into Proxmox, the first step I took was to create two additional admin users: one PAM
user and one PVE Realm user. The generic account is root, which resides in the PAM realm. I
created a secondary PAM user through the command line, granting it admin access in the Proxmox
application as well as sudo access through the terminal. After ensuring the setup was correct and
that the user worked as intended, I disabled my root account and configured SSH access to only
use public key authentication (PK). While the PAM account is sufficient for most operations, I
primarily use it for SSH and terminal access. I created a PVE Realm user with admin access for web
UI activities. The only limitation of this user is the inability to perform updates, but I can easily SSH
into the device to carry those out.

Once my users were configured, I set a few firewall rules in Proxmox at the database level. My
machine was already secured with network firewall configurations, but as a good practice, I added
additional firewall rules to enhance security. I ensured that only one device could access Proxmox
via IP and SSH. Additionally, I made sure that any other service or access point went through a
domain with a valid SSL certificate, keeping all communication secure and encrypted. Is this level
of security strictly necessary? Not really, as Proxmox uses its own self-signed certificate and
protects against threats using HTTPS. However, adding a Let’s Encrypt certificate with my personal
domain provides additional security and eliminates that "Potential Risk" message that appears in
browsers. All this was achieved without any port forwarding, which I’ll discuss in a later chapter.

The last thing I did was replicate the same configuration steps for the Proxmox Backup Server.
When I configured it, it was still in its early stages but was already in a stable version and
performed well. Much like the Proxmox Virtual Environment, the Backup Server installation was
straightforward. After completing all the same security steps I implemented on the PVE, I
connected my server to the Backup Server and scheduled daily backups of every machine created
across all clusters. Although I only had one machine initially, this setup allowed me to set it and
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forget it, making it work automatically—even for future use when I acquire another device and
create a cluster. While backups are configured on the Virtual Environment side, prune jobs,
verification, and other backup checks and optimizations were set up in the Backup Server.

Once everything was set up and running, it was time to create my first virtual machine and start
my homelab applications.



My Homelab Journey

Once the network, hypervisor, and security were configured, I began spinning up my first virtual
machine (VM). I chose Ubuntu Server as the base image because of its stability and reliable
performance. Later on, I experimented with a few Fedora Server VMs, but I ultimately found Ubuntu
easier to work with.

Before installing any applications, I created three VMs and assigned each a specific role:

Overseer – This VM hosts critical applications for administration, monitoring, and
notifications across my entire homelab.
Internal Server – This VM is dedicated to applications meant solely for my personal use.
It is not exposed to the internet and does not allow guest access.
External Server – This VM runs applications intended for open or guest access and is
securely exposed to the internet without relying on traditional port forwarding.

Thanks to my zone‑based firewall and preconfigured VLANs, each machine was assigned its own
VLAN. As my homelab grew, I deployed additional VMs that followed one of these three core
functional roles. The idea was that Overseer VMs (VLAN 710) could access machines on both the
Internal (VLAN 720) and External (VLAN 730) networks, with only limited return traffic allowed.

Once the servers were installed and configured, I began setting up a few core applications that I
considered essential for maintaining the homelab. While most of my applications are accessed
internally—and the externally facing ones run through a Cloudflare Tunnel—I still wanted each
service to have a proper domain and a valid SSL/TLS certificate. Even if an app already had its own
certificate, using a unified setup made everything more secure and eliminated browser warnings
about potentially unsafe pages. It also made the whole environment feel more polished.

The first application I deployed was NGINX Proxy Manager. I installed it using Docker, which at
the time felt like the simplest approach, though not as convenient to manage as Docker
Compose—which I adopted a bit later.

NGINX Proxy Manager came with a small learning curve, but once I figured out how to configure
DNS‑01 challenges through Cloudflare and use the proxy internally, assigning hosts to their
subdomains became very straightforward.

First Virtual Machine and
Applications
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Originally, I used Pi‑hole running on a VM in the Overseer VLAN. However, Ubiquiti later released an
update that added configurable DNS records, including CNAME support. This made DNS
management much easier, so I eventually switched from Pi‑hole to the UniFi DNS server.

Although I’m comfortable using the command‑line interface (CLI), I prefer having a user interface
(UI) for day‑to‑day management. That’s why I installed Portainer. It made deploying images and
maintaining them through Docker Compose—called Stacks within the app—much easier.

I connected all three servers as environments to the main Portainer instance running on the
Overseer VM using Portainer Agents. Setup was simple, thanks to the abundance of guides
available online. Once Portainer was in place, I moved on to the next important application: Uptime
Kuma.

While nothing in my homelab is truly mission‑critical, I still wanted to know when an application
became unavailable or stopped working. I deployed Uptime Kuma through a Portainer Stack and
configured it to send notifications to a dedicated Discord channel whenever a server or application
went down or came back online.

Kuma is lightweight, easy to configure, and supports many notification integrations. Discord was
the simplest option for me at the time, especially since I didn’t yet have my own mail server.

Docker Manager

Notifications



My Homelab Journey

Around this point in my homelab journey, I had the baseline established and was ready to focus on
applications that would bring more meaning to my homelab and actually be of use. Throughout
graduate school, a big focus of mine was cybersecurity and privacy, as well as data analytics. Once
I gained a better understanding of what data we leave behind every time we search something on
Google, it became clear to me that I needed something more private and within my control. While I
mostly use Brave browser and DuckDuckGo, I still wanted something I could fully own. That led me
to SearXNG.

SearXNG is a free and open-source meta search engine that I discovered through watching
homelab videos on YouTube, specifically from NetworkChuck. After watching his video, the setup
seemed pretty straightforward — install Docker, run a simple bash command, and you have a
containerized application up and running. I already had everything in place: a domain connected
through my reverse proxy, notifications set up to monitor the container in case it lost connection or
went down, and a virtual machine that was already provisioned and ready to go.

Since this is something I wanted to access remotely and potentially share with friends, I deployed it
on my External VM, which was already in the proper VLAN with the appropriate permissions and
security controls in place.

While it all looked simple at first, there were a few setbacks. I had to dig through Docker logs to
figure out what errors were occurring and how to fix them. One valuable lesson I learned is that
every environment is different, just because something works for someone else doesn't mean it will
work for you without adjustment. After fixing errors and using ChatGPT for help in understanding
the issues, and reading through hundreds of lines of logs and configuration, I finally got it working.
SearXNG was live.

It's a simple search engine with no data collection or trackers. The application works by fetching
results from multiple pre-defined search engines, creating an anonymous one-time session profile,
and returning those results without leaving any cookie crumbs behind — no record of who
searched, from which IP address, or anything else that could be traced back to you.

While the traditional way of exposing applications to the internet is through port forwarding, it isn't
the safest approach. With security and privacy at the forefront of my homelab philosophy, I wanted
to do this safely and securely. To achieve that, I went with a more modern approach: application
tunneling.

Search Engine & Public Access
Search Engine

Tunnels



My domain was already registered with Cloudflare, and their free tier offers a lot of useful features
— one of which is Cloudflare Tunnel. This allowed me to connect a forward proxy service running
on Cloudflare's infrastructure back to my personal network, exposing my self-hosted application to
the internet without any port forwarding required. Nothing on my router needed to be opened,
which significantly reduces the attack surface.

To make this work, I had to install a lightweight agent cloudflared, running in its own container.
This agent communicates outbound to Cloudflare to establish a secure tunnel and expose
whichever application I've configured. Once everything was in place, I followed the steps in the
Cloudflare dashboard and set up the appropriate connection. Cloudflare automatically created a
CNAME DNS record, which allowed anyone to access my search engine through a public URL. Even
though SearXNG was running on a private IP (e.g., 10.0.0.x), requests from the outside world
resolve to Cloudflare's public infrastructure, making it much harder for anyone to discover or target
my actual server.

On the Cloudflare side, I took every available step to lock things down as tightly as possible. I
created access rules for my tunnel applications and restricted incoming traffic to only a handful of
countries, specifically, the ones I'd realistically expect legitimate traffic to originate from. This
makes the service more resilient to automated attacks and probing. Cloudflare also provides native
DDoS protection, keeping the application safe from botnet floods without any additional
configuration on my end.

 

This project was fairly straightforward to get running, but it highlighted several gaps in my initial
foundational setup. While Docker containers can be managed entirely through the command line,
deploying and maintaining them through a GUI is much more practical for day-to-day operations.
This led me to install Portainer.

I set up the main Portainer instance on my Overseer VM, with lightweight agents deployed on both
the Internal and External VMs. This gave me a single pane of glass to manage all three
environments from one application, without needing to SSH into each machine separately to check
on container status or make changes.

Portainer helped me build a deeper understanding of how Docker management works; things like
network bridges defined in Compose YAML files, container resource settings, volume mounts, and
log inspection. Portainer does have a commercial side and the interface can feel cluttered at first
with features you may never use, but with time I was able to identify the parts that mattered and
work efficiently within it to maintain my homelab applications.

Docker Management



My Homelab Journey

Security was at the forefront of this project — an idea that sparked a huge part of the build, and
the topic I enjoyed most during graduate school. In the Foundation chapter, the focus was around
access control at the firewall level, making sure that only specific devices could reach the homelab
and that only the necessary ports were open internally for devices to communicate between
VLANs. Many of the applications I started deploying had their own basic authentication built in, and
for the most part that's more than enough — especially since I'm the only one logging in. However,
I wanted to explore Identity Providers and Single Sign-On, and see what it would take to connect all
my apps under one umbrella.

I did a lot of research on which solution was the most secure, approachable to learn, and the right
fit for my use case. Each option had its own strengths and weaknesses, but I landed on Authentik.
Mostly because of its clean UI and the vast library of pre-built integrations it offered. I also follow
Jim's Garage on YouTube, and he featured it in several videos. While Authentik seemed more
straightforward than some alternatives, it was also very granular. Despite being open source, it's
built with enterprise-scale deployments in mind, so the amount of configuration involved was
extensive. I appreciated the detailed logs and the depth of data available for troubleshooting. The
one downside I experienced was around updates — they could occasionally break things, so I
learned to always take a backup before attempting any version upgrade.

Once I had Authentik set up and ready, it was time to learn how to actually use it. Through the
available documentation and tutorial videos, I was able to get a solid understanding of the
concepts and setup process. I learned the distinction between a provider and an application in
Authentik's model, and the various rules and settings that control authentication behavior. For
most applications, I aimed to enable passwordless authentication. Around 70% of the apps I run on
my homelab connect via OIDC (OpenID Connect), which is a modern identity layer built on top of
OAuth 2.0. The setup is relatively straightforward once you understand the flow. For the remaining
30%, the applications were simpler and had no native SSO support. For those, Authentik offered a
Proxy authentication option, where Authentik injects an authentication layer in front of the app
through my reverse proxy. Any time someone tries to access one of those applications, they're
redirected to Authentik first. However, some applications had no way to disable their own built-in
basic authentication, which meant the proxy pass-through didn't work cleanly — at least not in my
environment.

Other applications did support disabling their native login entirely and forwarding authentication
straight to SSO, which made the experience seamless. Once you're authenticated, you're in, no
second prompt. The logs have been useful for both initial setup and ongoing troubleshooting,
though I haven't yet wired Authentik into my email for alert notifications or connected it to a
centralized SIEM for log aggregation — both things on my list.

Access Control & Identity
Management



Setting up my own IdP and establishing SSO across my homelab not only made access easier and
more consistent, it gave me hands-on experience with identity and access management concepts
that I wouldn't have gotten any other way. It turned out to be one of the first homelab skills I
directly applied at work. At the time, my organization was standing up one of its first cloud
systems, and the security team wanted to use an IdP rather than exposing access directly to Active
Directory. They went with Okta, which operates on very similar principles to Authentik. Since no
one on the team had much Okta experience, I was able to step in and help with the initial setup —
establishing the connections between Okta, our Active Directory, and various applications. While
the corporate environment used SAML 2.0 rather than OIDC, the underlying concepts were familiar
enough that I could navigate it confidently. Over time, the number of systems connected through
Okta continued to grow.

For the most part I still use Authentik today, but I've started evaluating alternatives. Authentik has
a strong community and is a genuinely capable tool, but it comes with more configuration surface
area than I actually need, and complexity, when not managed carefully, can itself become a
security liability. I began exploring other open-source options like Zitadel and Pocket ID, and
ultimately landed on Pocket ID for its simplicity and fully passwordless design. It supports only
passkeys, which makes it inherently resistant to brute force and credential stuffing attacks. It's still
a relatively new project, and I'm still experimenting to see whether it can fully replace Authentik in
my environment. It doesn't have the same depth of logging, and it only supports OIDC, but unlike
Authentik, it's extremely lightweight. The entire application runs in a single container, whereas
Authentik requires at least four, including a dedicated database, largely because it needs to store
credential data. Pocket ID, storing no passwords at all, simply doesn't need that overhead.

This is part of a broader practice I've adopted: every tool in my homelab goes through an annual
review to evaluate whether there's something better, more stable, or more actively maintained
available in the open-source community. Nothing is set in stone, the homelab evolves as the
ecosystem does.



My Homelab Journey

Once the foundation and all the supporting systems were in place, I thought — this is it, now I can
actually start running applications. Up until that point, the only non-administrative thing running
was my SearXNG search engine. The whole idea of a homelab is partly to self-host applications and
tools you'd otherwise pay for or hand off to a cloud provider, but it's also a space for learning and
expanding your skills. Most of what I'd built up to this point was infrastructure I needed in order to
run things — now it was finally time to plug in the rest.

These applications run primarily on the Overseer VM and form the operational backbone of the
homelab — the tools that keep everything else visible, manageable, and healthy.

Started with:

Authentik — Identity Provider used for OIDC-based Single Sign-On across most
applications, with proxy authentication configured for apps that don't natively support
SSO.
NGINX Proxy Manager — Reverse proxy with DNS-01 challenge support, enabling valid
TLS certificates for internal-only domains across all my services, without exposing
anything to the public internet.
Uptime Kuma — Lightweight monitoring and notification platform for health checks
across services, servers, and other homelab systems. It sends alerts the moment
something goes down or becomes unreachable.
Dockeep — A simple application port monitor for keeping track of which ports are in use
across the environment, useful for avoiding conflicts as the number of containers grows.
Portainer — Docker container management UI that gave me a visual interface for
managing containers across multiple VMs from one place. Over time this was replaced by
Komodo, and eventually by Dockge, as I found each to be a better fit for how my workflow
had evolved.

Later added:

Termix — A multi-platform server management interface that consolidates SSH terminal
access, remote desktop control via RDP and VNC, SSH tunneling, and remote file
management into a single web-based UI. It replaced the need to juggle multiple tools for
reaching different systems.
Nutify — A UPS monitoring and management platform built on top of Network UPS Tools
(NUT). It provides real-time power status, historical telemetry, configurable alerts, and
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interactive charts through a modern web interface — essential for knowing when power
events occur and how long battery runtime remains.
Linux Update Dash — A simple dashboard for tracking and managing pending system
updates across all Linux servers in the homelab, making it easy to stay on top of patch
status without SSHing into each machine individually.
Forgejo — A self-hosted Git repository platform, used for version-controlling Docker
Compose stacks, configuration files, and scripts. Keeps everything backed up and tracked
locally without relying on GitHub.
Pangolin — A zero-trust tunneling service that allows secure remote access to internal
homelab resources without port forwarding. Used for exposing private services over
WireGuard-based tunnels through a lightweight agent called Newt.

Good documentation is the cornerstone of a successful homelab — especially as the number of
services grows and the details of past setups start to blur together.

BookStack — A wiki-style documentation platform organized around books, chapters,
and pages. This is where I keep runbooks, setup notes, network diagrams, and anything
else I'll need to reference later.
Karakeep — A bookmark management platform for saving and organizing useful
websites, guides, and resources I want to return to. Replaces browser bookmarks with
something searchable, tagged, and accessible from anywhere.
Paperless-ngx — A document management system for ingesting, OCR-processing,
tagging, and searching scanned documents. Later replaced with Papra, which better fit my
workflow for organizing personal records and paperwork.

These are the applications I've found genuinely useful as self-hosted alternatives to proprietary or
cloud-based tools — covering everything from diagramming and task management to media and
file conversion.

Draw.io — A web-based diagramming tool for creating network diagrams, flowcharts, and
architecture visuals. Used regularly for documenting homelab topology.
IT Tools — A collection of handy developer and sysadmin utilities in a single web
interface — things like hash generators, encoders, formatters, and network calculators. A
surprisingly useful all-in-one toolbox.
Bento PDF Editor — A full-featured PDF editor with 20+ tools for annotating, merging,
splitting, compressing, and manipulating PDFs, comparable to what Adobe Acrobat offers
but fully self-hosted.
Stirling Image — An image processing platform with 30+ tools for editing, converting,
and batch-processing images, similar in scope to Adobe Photoshop and Bridge but running
entirely locally.
Vikunja — A project management and task tracking platform. Used for organizing notes
and keeping track of ongoing projects across the homelab and beyond.
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Mini QR Code — A simple, self-hosted QR code generator. Small utility, but it comes up
more often than you'd expect.
Transmute — A privacy-focused file conversion platform that handles images, video,
audio, documents, spreadsheets, subtitles, and fonts — all processed locally without
uploading anything to an external service.
ConvertX — A complementary file conversion tool with broad format support. Where
Transmute covers most conversions, ConvertX fills the gaps.
Enclosed — A minimalist web application for sending self-destructing, encrypted notes
and files. Useful for sharing sensitive information without it living in email or a chat log
indefinitely.
Gharmonize — A media processing tool for downloading content from multiple platforms.
Useful for archiving videos and audio locally for offline access.
Jellyfin — An open-source media server for streaming a personal library of movies and TV
shows, similar to Netflix but entirely under your control. No subscriptions, no licensing
restrictions, no tracking.
Umami — A privacy-respecting web analytics platform similar to Google Analytics, but
without the data collection or third-party tracking. Used for monitoring traffic on self-
hosted web properties.
Notifuse — A self-hosted email platform for sending newsletters and transactional
emails. A fraction of the cost of services like Mailchimp or SendGrid, with full control over
deliverability settings.
Gramps Web — A self-hosted genealogy and family tree platform, serving as a private
alternative to Ancestry.com. All family history data stays local.

All self-hosted applications run in Docker containers, managed through whichever container
management tool is current at the time. Most were discovered through YouTube channels focused
on self-hosting, or through community newsletters like selfh.st, which curates new and updated
open-source projects on a regular basis.

It's worth noting that this list represents what stuck. There are many more applications I tried along
the way that either failed to deploy cleanly, didn't perform the way I expected, or simply didn't find
a purpose in my workflow. That trial-and-error process is part of the homelab experience — and
half the learning happens in the ones that don't work out.



My Homelab Journey

When I first started running applications in my homelab, I was managing everything through the
command line. Spinning up a container meant crafting a  docker run  command with all the right
flags, ports, volumes, environment variables, network bridges, and hoping you remembered every
piece of it the next time you needed to touch it. For a container or two, it works fine. But as the
number of applications grew, managing everything through CLI became increasingly difficult to
keep organized. There was no easy way to see what was running at a glance, restart something
quickly, or remember what flags a container had been started with six weeks ago.

That's what led me to Portainer.

Portainer was a significant quality-of-life improvement. It gave me a visual interface for managing
containers across multiple VMs from one place, with the main instance running on Overseer and
lightweight agents deployed on the other VMs. I could see running containers, check logs, restart
services, and deploy new stacks without touching the command line. For someone still getting
comfortable with Docker, having that visual layer made a real difference. The learning curve was
manageable, and the interface was intuitive enough to navigate without much friction.

That said, Portainer had its share of limitations. Updates were occasionally painful and required
care to avoid breaking the setup. More notably, while it is open source, a significant portion of its
more useful features are locked behind a paid Business license. For a homelab running on free and
open-source software wherever possible, that always felt like a ceiling I kept bumping into. It
worked, but it wasn't the long-term answer.

About a year into the homelab, I came across Komodo.

Komodo was a different experience from the moment I opened it. The design was clean and
modern, the interface was more intuitive, and it handled Docker Compose stacks in a way that
finally felt right. Rather than treating stacks as an afterthought, Komodo put them front and center,
easy to create, easy to edit, and easy to manage across multiple environments. The feature that
really stood out, though, was built-in version control for stacks. Being able to track changes to
Compose files, see what changed and when, and roll back if something broke was exactly the kind
of workflow I hadn't realized I was missing.

Transitioning from Portainer to Komodo wasn't entirely painless. Docker managers aren't just
passive viewers, they actively manage network bridges, container labels, and other configuration
details that don't always transfer cleanly. Getting everything migrated across all my VMs and
configured correctly in Komodo took some time and careful attention, but once it was done, the
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day-to-day experience was noticeably better. Having VM snapshots, was a critical part of this
process.

Then, at the beginning of 2026, I found Dockhand — and made the switch again.

On the surface, the idea is similar: a clean interface for managing Docker containers and Compose
stacks across multiple environments. But there were a few specific things that made Dockhand
stand out in practice. Container information, logs, and the built-in terminal are all surfaced much
more directly — less clicking to get to what you actually need. The integrated file manager was the
detail that pushed me over the edge. Being able to browse and edit files within a container's
environment directly from the interface, without SSHing in separately, is a small thing that saves a
surprising amount of time.

Around this same period, I also started taking Git more seriously. I'd had Forgejo deployed for a
while, but it was mostly sitting idle. Komodo's version control feature had introduced me to the
concept, but it was a self-contained system — I wasn't really thinking in terms of a proper Git
workflow. When it came time to make the switch to Dockhand, I decided to use the transition as an
opportunity to do it properly. I migrated all my Docker Compose stacks over to Forgejo, organized
them into repositories, and set up Dockhand to pull from those repos for deployments.

The difference was immediate. Now every stack has a real commit history. Changes are tracked,
documented, and reversible. If a deployment goes wrong, rolling back is a matter of seconds rather
than trying to remember what the file looked like before you edited it. Dockhand is currently
connected across six environments, a mix of VMs, LXC containers, and a cloud server — and
deploying or updating a stack anywhere in that environment is fast and straightforward.

The one consistent limitation with both Komodo and Dockhand is resource monitoring. Neither tool
reports CPU and RAM usage in a way that lines up consistently with what Proxmox shows at the
hypervisor level. It's not a dealbreaker, but it does mean I keep an eye on resource usage from the
Proxmox side rather than relying on the Docker manager for that. For everything else though, the
current setup, Forgejo for version control, Dockhand for management, is the most capable and
organized the homelab has ever been.
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My Homelab Journey

First lesson that every homelab journey eventually teaches, it's that it's not a matter of if
something will break, it's when. Especially if you use used hardware from your old computer or
cheap mini pc of ebay.  Having a solid backup strategy in place before that moment arrives is the
difference between a minor inconvenience and losing months of work. This is an area I've been
deliberate about, and one that has already proven its worth in a very real way.

The backbone of my backup strategy is a dedicated machine running Proxmox Backup Server
(PBS). Rather than relying on the Proxmox VE nodes themselves to manage backups, PBS is a
standalone system connected to all my PVE environments — giving me a centralized, independent
target for all backup jobs.

Every VM and LXC container in the homelab runs on a daily backup schedule. PBS uses a chunk-
based, deduplicated storage format, which means it doesn't store a full copy of every VM every
day. Instead, it only captures what has changed since the last backup, and deduplicates redundant
data across the entire datastore. The result is that daily backups of a full homelab take a fraction of
the storage you'd expect. Beyond the scheduled backups, I also take manual snapshots before any
major update or significant work on a VM,  a habit that has saved me more than once when an
update didn't go as planned.

PBS also runs verification jobs on a regular basis. This is something that often gets overlooked — a
backup that can't be restored isn't really a backup. Verification ensures the stored data is intact
and recoverable, not just that the job completed without an error.

The real test of any backup system isn't the setup — it's what happens when you actually need it.
That moment came recently when one of my mini PCs failed completely, taking an entire PVE
environment down with it. I installed Proxmox fresh on a replacement machine, connected it to
PBS, and restored the VM server from the last captured backup in under a minute. The restored VM
came back with its original configuration intact,  including its IP address and MAC address, which
meant the firewall rules and network settings required virtually no adjustment. What could have
been a multi-hour rebuild turned into a minor interruption. That experience validated the entire
strategy.

PBS on a single machine is a strong first layer, but it's still a single point of failure. To add another
layer of resilience, I connected PBS to my Synology NAS as a secondary backup target. Once a
week, PBS syncs the last ten backup sets to the Synology, giving me a secondary copy that
survives even if the PBS machine itself were to fail.
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The Synology adds its own layers of protection on top of that. It runs its own snapshot schedule,
has replication capabilities, and maintains a copy to a dedicated physical storage drive. This
creates a layered approach where each tier covers the failure scenario of the one above it,  PBS
covers daily recovery, the Synology covers PBS-level failures, and the physical drive covers the
Synology.



Synology NAS build and journey. While part of my Homelab, Synology is it's own eco system and
was seperate construction than the rest of my homelab

Synology



Synology

I've set up a Synology NAS (Network Attached Storage) system in my home to create a secure and 
private cloud for storing personal files and data. This system is connected to a Ubiquiti network, 
ensuring high-speed internet and robust security. The NAS is organized into different segments, or 
VLANs, that separate various types of devices, like trusted computers, smart home gadgets, and 
experimental setups, each with strict rules to keep everything safe. I use advanced security 
measures like firewalls, encryption, and frequent snapshots to protect against data breaches, 
ransomware, and physical damage. Regular backups are made to an external drive, so even in 
case of a total system failure, data can be recovered.
 
For accessing files, I've implemented a role-based system where each user has their own secure 
space, and specific groups can access shared folders. Two-factor authentication and strong 
passwords add extra layers of security. The system is also designed with redundancy, using 
technology that duplicates data across multiple drives, ensuring no data is lost if one drive fails. 
External access to the system is managed through Synology's secure QuickConnect service, 
making it easy and safe to connect from anywhere.
 
 I'm using the DS923+ model, which currently holds 12 TB of storage space utilizing Seagate NAS 
Hard Drives. This document covers my setup and the best practices I followed to ensure a smooth 
user experience in the most secure way possible. This infrastructure setup is designed using GDPR
, ISO/IEC 27001 and SOC 2 Type II standards.
 
 
Content of Document: 

1. Network Security
a. Network Setup
b. Firewall and Security Setup

2. Synology Setup
c. User and Group Policy
d. Folder and File Permissions
e. Security and Firewall
f. QuickConnect

3. Redundancy and Backup
g. Redundancy
h. Snapshots
i. Backups
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Synology

 
This NAS is located at my private residence behind a Ubiquiti Router, in a separate VLAN. Ubiquiti, 
an American tech company, specializes in home and enterprise network and security systems and 
infrastructure. Their system provides robust network performance and security, employing a least 
privilege framework to ensure high speeds and firewall integrity.
The Synology NAS is connected to a Ubiquiti switch that offers OSI layer 2 and 3 security.

 
The security and firewall are configured using Ubiquiti's system and router capabilities. The 
Synology NAS resides in its own VLAN, which can only be accessed by my local computer and 
laptop via OpenVPN, utilizing Access Control. Other devices are placed in separate designated 
VLANs (trusted wired devices, trusted wireless devices, IoT devices, and homelab) with strict 
firewall rules governing specific communication protocols.
For example, trusted devices can communicate with IoT devices, but not the other way around. The 
IoT network is isolated and cannot see any other devices in the house.
Additionally, I utilize Ubiquiti IDS and IPS (Intrusion Detection System and Intrusion Prevention 
System) at the highest level, with an OSI layer 7 Next Gen Firewall. Furthermore, network access is 
restricted to only US, Canada, Australia, and select European IP addresses (websites and devices).
Lastly, no VLANs are set up with port forwarding, while the homelab and Synology VLANs use 
Cloudflare Tunnel for specific traffic tunneling.

 
In addition to a tight network setup, Synology is configured with security and redundancy in mind, 
ensuring your data stays secure in the unlikely event of a breach, ransomware attack, or 
physical/weather damage.
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All files and folders are secured using a combination of Role-Based and Attribute-Based Access 
Control.

Role-Based Access Control (RBAC): Access is configured based on roles, such as 
administrator or user. Rights are granted implicitly instead of explicitly. Each user is 
assigned a role and placed in a group with a specific access level.
Attribute-Based Access Control (ABAC): Access is configured based on parameters 
such as location and the application used to access files.

 
Permissions are group-based, assigned according to users' needs. For example, I can access the 
folders named "Mainers" and "LLLiB," but Margaret can only access the "Mainers" folder. Each user 
has their own folder for personal files and photos. All groups can access files only through Synology 
apps on their phones or iPads or by using personalized links.
 
The default administrator and guest accounts are disabled at all times. A specific account with 
administrator rights is created and can access Synology NAS through the DSM (DiskStation 
Manager) management tool from a local personal computer (ACL rule using MAC address). To log in 
to the admin account, I need to use a specific device, a 30-character password, push notification 
from my phone, and a passkey (Yubikey with touch).
Each user is required to use a 16-character password with two-factor authentication set up with the 
Synology push notification app. Synology apps like Drive and Photo only need to be signed in once.
 
Only user login activity is logged, meaning I don’t collect any usage activity, only who logged in 
when and from where. This is reviewed only in case of abnormal activity or when you report 
suspicious activity. This information is only available to me and is not shared or accessible by any 
non-administrator user or Synology itself.
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Each user has their own personal folder called "home" or "My Drive" for storing documents. Each 
user also has a personal folder called "photos" for storing their personalized photos.
These folders are ONLY available to individual users and cannot be accessed by others. The 
administrator can access these folders with the user's permission, by approving access through the 
Synology secure sign-in app (the same app used for two-factor authentication). This is only 
required if the user needs me to see or edit a file that cannot be shared with my non-admin 
account. For backups or recovering old file versions, this access is not required.
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Each group is assigned a shared folder, with some groups accessing more than one. These folders 
can be accessed via the Synology Drive app or website.
In addition to file folders, there's one Shared Photo Folder called "Photo." It can be accessed via the 
Synology Drive app or website but is recommended to be accessed via the Synology Photo app or 
website. Access to this folder is set at the group permission level, and all groups have access. 
Some subfolders, like "Carpenters," are only available to users in the "Mainers" group.
 

 
File and folder security is controlled by group access, but for additional security, I have set up an 
Anti-Virus system that performs continuous scans. Additionally, the device and all applications are 
updated regularly with the latest patches.
In addition to the network-level firewall, there is a native firewall on Synology for more secure 
access to files and folders.
These rules allow only specific access to the administrative management portal from designated IP 
addresses, and access to only necessary applications. For example, you can see your files through 
the Synology Drive app or website, but you can't use FTP or SSH to access the machine and view 
the files.
No ports are forwarded, and external access is available through Synology QuickConnect. Denial of 
Service protection is enabled, allowing only 5 password attempts per IP address before being 
blocked.
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Synology QuickConnect allows you to access your NAS from outside my local network. It creates 
specialized secure Tunnel allowing you access to my network in order to access Synology Drive. 
However you are only accessing the drive itself that is isolated from the rest of the network.
 
Only devices with a randomly generated 20-character QuickConnect ID can connect.
Synology creates special web links with this ID for you to connect to Synology Drive or Photos in 
your browser. To make it more user-friendly and secure the link, this web link is converted to a 
personal link using my own domain, utilizing Cloudflare DNS and Tunnel.
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Synology Drive Admin Console to see which user is connecting from what device and IP address, 
making sure that only trusted devices can access Synology device.
 



Synology

The Synology NAS system is designed with RAID (Redundant Array of Independent Disks). RAID is a 
data storage virtualization technology that combines multiple physical data storage components 
into one or more logical units for data redundancy, performance improvement, or both. Currently, 
my NAS is set up with two drives using RAID SHA-1, meaning these two drives mirror each other. If 
one disk fails or gets damaged, no data will be lost. Users won’t notice anything.
All drives are encrypted, so in the event of a break-in and theft of a hard drive, the data will remain 
unreadable.

Think of snapshots as "freezing" your files in time, allowing you to recover them later if necessary.
Every snapshot creates a "restore" point, enabling file/folder recovery from a specific point in time. 
Each personal and shared folder is configured with snapshots. The system takes a snapshot of the 
folder and its contents every two hours. Snapshots are kept for 5 days, with the latest snapshot of 
each day retained for 30 days. You can restore a file to its state from any time in the last 5 days or 
to the state it was in at midnight of each day in the last 30 days.
Personal folders have an additional 3-day immutable protection, meaning the last 3 days of 
snapshots cannot be deleted. Even if a breach occurs, rendering files and folders locked due to 
ransomware, the last 3 days' snapshots cannot be deleted, providing an easy way to recover 
everything without paying a ransom.

All the above setups keep your files safe and allow you to restore changes. However, this is not an 
actual backup. Therefore, I have a daily task at night that backs up everything to an encrypted 
external drive, safeguarding against total device failure, viruses, ransomware, or other hacking 
events.
This way, your files are safe and can be recovered.
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