Synology

Synology NAS build and journey. While part of my Homelab, Synology is it's own eco system and
was seperate construction than the rest of my homelab
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Introduction

I've set up a Synology NAS (Network Attached Storage) system in my home to create a secure and
private cloud for storing personal files and data. This system is connected to a Ubiquiti network,
ensuring high-speed internet and robust security. The NAS is organized into different segments, or
VLANS, that separate various types of devices, like trusted computers, smart home gadgets, and
experimental setups, each with strict rules to keep everything safe. | use advanced security
measures like firewalls, encryption, and frequent snapshots to protect against data breaches,
ransomware, and physical damage. Regular backups are made to an external drive, so even in

case of a total system failure, data can be recovered.

For accessing files, I've implemented a role-based system where each user has their own secure
space, and specific groups can access shared folders. Two-factor authentication and strong
passwords add extra layers of security. The system is also designed with redundancy, using
technology that duplicates data across multiple drives, ensuring no data is lost if one drive fails.
External access to the system is managed through Synology's secure QuickConnect service,

making it easy and safe to connect from anywhere.

I'm using the DS923+ model, which currently holds 12 TB of storage space utilizing Seagate NAS
Hard Drives. This document covers my setup and the best practices | followed to ensure a smooth
user experience in the most secure way possible. This infrastructure setup is designed using GDPR
, ISO/IEC 27001 and SOC 2 Type Il standards.
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Synology Setup

Network Security

Network Setup

This NAS is located at my private residence behind a Ubiquiti Router, in a separate VLAN. Ubiquiti,
an American tech company, specializes in home and enterprise network and security systems and
infrastructure. Their system provides robust network performance and security, employing a least
privilege framework to ensure high speeds and firewall integrity.

The Synology NAS is connected to a Ubiquiti switch that offers OSI layer 2 and 3 security.

Firewall and Security Setup

The security and firewall are configured using Ubiquiti's system and router capabilities. The
Synology NAS resides in its own VLAN, which can only be accessed by my local computer and
laptop via OpenVPN, utilizing Access Control. Other devices are placed in separate designated
VLANSs (trusted wired devices, trusted wireless devices, 10T devices, and homelab) with strict
firewall rules governing specific communication protocols.

For example, trusted devices can communicate with IoT devices, but not the other way around. The
loT network is isolated and cannot see any other devices in the house.

Additionally, I utilize Ubiquiti IDS and IPS (Intrusion Detection System and Intrusion Prevention
System) at the highest level, with an OSI layer 7 Next Gen Firewall. Furthermore, network access is
restricted to only US, Canada, Australia, and select European IP addresses (websites and devices).
Lastly, no VLANs are set up with port forwarding, while the homelab and Synology VLANs use
Cloudflare Tunnel for specific traffic tunneling.

Synology Setup

In addition to a tight network setup, Synology is configured with security and redundancy in mind,
ensuring your data stays secure in the unlikely event of a breach, ransomware attack, or
physical/weather damage.
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User and Group Policy

All files and folders are secured using a combination of Role-Based and Attribute-Based Access
Control.

e Role-Based Access Control (RBAC): Access is configured based on roles, such as
administrator or user. Rights are granted implicitly instead of explicitly. Each user is
assigned a role and placed in a group with a specific access level.

o Attribute-Based Access Control (ABAC): Access is configured based on parameters
such as location and the application used to access files.

Permissions are group-based, assigned according to users' needs. For example, | can access the
folders named "Mainers" and "LLLiB," but Margaret can only access the "Mainers" folder. Each user
has their own folder for personal files and photos. All groups can access files only through Synology
apps on their phones or iPads or by using personalized links.

The default administrator and guest accounts are disabled at all times. A specific account with
administrator rights is created and can access Synology NAS through the DSM (DiskStation
Manager) management tool from a local personal computer (ACL rule using MAC address). To log in
to the admin account, | need to use a specific device, a 30-character password, push notification
from my phone, and a passkey (Yubikey with touch).

Each user is required to use a 16-character password with two-factor authentication set up with the

Synology push notification app. Synology apps like Drive and Photo only need to be signed in once.

Only user login activity is logged, meaning | don’t collect any usage activity, only who logged in
when and from where. This is reviewed only in case of abnormal activity or when you report
suspicious activity. This information is only available to me and is not shared or accessible by any

non-administrator user or Synology itself.
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Folder and File Permissions

Each user has their own personal folder called "home" or "My Drive" for storing documents. Each
user also has a personal folder called "photos" for storing their personalized photos.

These folders are ONLY available to individual users and cannot be accessed by others. The
administrator can access these folders with the user's permission, by approving access through the



Synology secure sign-in app (the same app used for two-factor authentication). This is only
required if the user needs me to see or edit a file that cannot be shared with my non-admin
account. For backups or recovering old file versions, this access is not required.

Shared Folders

Each group is assigned a shared folder, with some groups accessing more than one. These folders
can be accessed via the Synology Drive app or website.

In addition to file folders, there's one Shared Photo Folder called "Photo." It can be accessed via the
Synology Drive app or website but is recommended to be accessed via the Synology Photo app or
website. Access to this folder is set at the group permission level, and all groups have access.
Some subfolders, like "Carpenters," are only available to users in the "Mainers" group.

Security and Firewall

File and folder security is controlled by group access, but for additional security, | have set up an
Anti-Virus system that performs continuous scans. Additionally, the device and all applications are
updated regularly with the latest patches.

In addition to the network-level firewall, there is a native firewall on Synology for more secure
access to files and folders.

These rules allow only specific access to the administrative management portal from designated IP
addresses, and access to only necessary applications. For example, you can see your files through
the Synology Drive app or website, but you can't use FTP or SSH to access the machine and view
the files.

No ports are forwarded, and external access is available through Synology QuickConnect. Denial of
Service protection is enabled, allowing only 5 password attempts per IP address before being
blocked.
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QuickConnect

Synology QuickConnect allows you to access your NAS from outside my local network. It creates
specialized secure Tunnel allowing you access to my network in order to access Synology Drive.
However you are only accessing the drive itself that is isolated from the rest of the network.

Only devices with a randomly generated 20-character QuickConnect ID can connect.



Synology creates special web links with this ID for you to connect to Synology Drive or Photos in
your browser. To make it more user-friendly and secure the link, this web link is converted to a
personal link using my own domain, utilizing Cloudflare DNS and Tunnel.

Synology Drive Admin Console to see which user is connecting from what device and IP address,

making sure that only trusted devices can access Synology device.



Redundancy and Backup

Redundancy

The Synology NAS system is designed with RAID (Redundant Array of Independent Disks). RAID is a
data storage virtualization technology that combines multiple physical data storage components
into one or more logical units for data redundancy, performance improvement, or both. Currently,
my NAS is set up with two drives using RAID SHA-1, meaning these two drives mirror each other. If
one disk fails or gets damaged, no data will be lost. Users won’t notice anything.

All drives are encrypted, so in the event of a break-in and theft of a hard drive, the data will remain
unreadable.

Snapshots

Think of snapshots as "freezing" your files in time, allowing you to recover them later if necessary.
Every snapshot creates a "restore" point, enabling file/folder recovery from a specific point in time.
Each personal and shared folder is configured with snapshots. The system takes a snapshot of the
folder and its contents every two hours. Snapshots are kept for 5 days, with the latest snapshot of
each day retained for 30 days. You can restore a file to its state from any time in the last 5 days or
to the state it was in at midnight of each day in the last 30 days.

Personal folders have an additional 3-day immutable protection, meaning the last 3 days of
snapshots cannot be deleted. Even if a breach occurs, rendering files and folders locked due to
ransomware, the last 3 days' snapshots cannot be deleted, providing an easy way to recover
everything without paying a ransom.

Backups

All the above setups keep your files safe and allow you to restore changes. However, this is not an
actual backup. Therefore, | have a daily task at night that backs up everything to an encrypted
external drive, safeguarding against total device failure, viruses, ransomware, or other hacking
events.

This way, your files are safe and can be recovered.



